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Goblint in 4 Bullet Points

Static Analyzer for C programs

Based on abstract interpretation — sound!

Overapproximating — no violations!

Specializes in multi-threaded programs
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A basic example approach:

e Accumulate all possible values for globals

e Track local states per program point



int g = 0; tl:
g = 10;
main: 500
x = 3; g = 42;
g =38;
if(g > 10) {
error();



int g = 0; tl:
g = 10;

main: T

x = 3; g = 42;

g = 8;

if(g > 10) {

error();
}

g] :



int g = 0; tl:
g = 10;

main: T .

x = 3; g = 42;

g = 8;

if(g > 10) {

error();
}

g] :



int g = 0; tl:
g = 10;

main: T .

x = 3; g = 42;

g = 8;

if(g > 10) {

error();
}

e] - [0,0]



int g = 0; tl:
g = 10;

main: T

x = 3; g = 42;

g =38;

if(g > 10) {

error();
X

e] - [0,0]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—1[3,3]} g = 42;

g = 38;

if(g > 10) {

error();
}

e] - [0,0]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—13,3]} g = 42;

g = 38;

if(g > 10) {

error();
}

e] - [0,0]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—13,3]} g = 42;

g = 38;

if(g > 10) {

error();
}

le] - [0, 8]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—13,3]} g = 42;

g = 38;

if(g > 10) {

error();
}

le] - [0, 8]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—[3,3]} g = 42;

g = 8; {x—1[3,3]}

if(g > 10) {

error();
}

le] - [0, 8]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—13,3]} g = 42;

g =8; {x = [3,3]}

if(g > 10) {

error();
}

le] : [0, 8]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—[3,3]} g = 42;

g = 8; {x—1[3,3]}

if(g > 10) {

error();
}

le] - [0, 8]



int g = 0; tl:
g = 10;

main: T

x = 3; {x—13,3]} g = 42;

g=8; {x = [3,3]}

if(g > 10) {

error();
} {x = [3,3]}

le] - [0, 8]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

le] - [0, 8]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : [0,10]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : [0,10]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : [0,10]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : 0,42]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : 0,42]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error();

tl:

[e] : [0,42]



int g

Il
o

main:
x = 3;
g = 8;
if(g > 10) {

error() ;

tl:

[e] : 0,42]



Zooming out:

e Accumulate information for global variables

e Track local states per program point
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Relational Thread-Modular Static Value
Analysis by Abstract Interpretation
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Abstract. We study thread-modular static analysis by abstract inter-
pretation to infer the values of variables in concurrent programs. We
show how to go beyond the state of the art and increase an analysis pre-
cision by adding the abili

to infer some relational and history

sens
properties of thread interferences. The fundamental basis of this work is
the formalization by abstract interpretation of a rely-guarantee concrete

semantics which is thread-modular, constructive, and complete for safety
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Zooming out further

Differentiate:

e Flow-insensitive for some information: Globals

e Flow-sensitive for other information: Locals

Mixed Flow-Sensitivity



Example: Thread-Modular Analysis of Multi-Threaded Programs

e Globals: program globals

e Locals: program points of threads



Further Examples within Goblint

Partial Contexts / Context Lifters

e Globals: Start points of procedures

e Locals: Other program points of procedures



Further Examples within Goblint

Non-Local Control Flow via setjmp/longjmp

e Globals: Targets of longjumps

e Locals: Other program points of procedures
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Mixed Flow-Sensitivity

Differentiate:

e Flow-insensitive for some information: Globals

e Flow-sensitive for other information: Locals

Generic concept arising in many settings

An implementation using side-effecting constraint systems lies at the heart of GOBLINT
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Results in this year’'s competition

e Best in class for data race freedom

e behind metaverifier COOPERACE which incorporates GOBLINT

e Only tool to support all properties without producing any incorrect verdicts

e (Second year in a row, this needs to change!)

12



1000

100

Min. time in's

2LS
Bubaak w——
Bubaak-SpLit g
CBMC -+ -
CPAchecker sy
DIVINE «+ ws
ESBMC-kind
Goblint e
. Graves-CPA . xas
Mopsa mfgem
Nacpa = & -
PeSCo-CPA +. 0:«
Symbiotic
UAutomizer
UKojak
UTaipan

-10000

-5000 0 5000 10000 15000 20000 25000

Cumulative score

13



Ockham Criterion

Proposed by [Black and Ribeiro, '16] for SATE V:

(1) The analyzer's findings are claimed to always be correct.

(2) It produces findings for most of a program.

(3) Even one incorrect finding disqualifies an analyzer.

William of Ockham
(c. 1287-1347 CE)

14
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Thank you!

e Mixed Flow-Sensitivity

e Flow-sensitive for some unknowns
e Flow-insensitive for others

e Best contestant for data races

e Best overall score without incorrect verdicts

€)/goblint/analyzer

DF Deutsche This work was supported in part by Deutsche Forschungsgemeinschaft (DFG) — 378803395/2428
Forschungsgemeinschaft ~ ConVry.
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https://github.com/goblint/analyzer

