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Scope: ReachSafety (simple C: integers, arrays, no heap)
Approach: Portfolio with off-the-shelf CHC solvers



Korn: Architecture

C source >

< witness

Korn

typically:
nice invariants
true counterexamples

Horn clauses

< model/CEX
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Horn-clause based Verification

(well-known, e.g. [Bjarner, Gurfinkel, McMillan, Rybalchenko 2015])

assume(i < 0);
int 1 = 0;

while(i < n) {

1++;
}

assert(i = n);

3 inv. =

second order

0 < n A 1i=0 = inv(i,n)

i<n A inv(i,n) = inv(i+1,n)

-(1 <n) A inv(i,n) = 1

= N
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Cheap Random Fuzzing

compile and run for the fun

* Many sv-benchmarks falsify with
_ VERIFIER nondet *() small

e Heuristic: uniform choice between a value in
0 [0,1] [0,31] [0,1023]

@ O(100) problems solved in ~2s each
© misses CEX in ReachSafety-XCSP
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 Horn-clauses track _ VERIFIER nondet *()

execution trace >

Counterexample Validation

don’t trust encoding and solvers

0:
1:
2:

[

FALSE — 1

$main_ ERROR(8, 21, 8, 21) — 2, 28
fibonacci(8, 21) — 4, 3, 27
. ]

11: $fibonacci_pre(0) — 12

12: $_ VERIFIER nondet_int(0)

[ ..
27:

]
$fibonacci_pre(8) — 28

28: $ VERIFIER nondet_int(8)

<

compile to
test harness
and run
+
encode trace
Into withess

@ avoids a handful of incorrect false verdicts
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Counterexample Validation

don’t trust encoding and solvers

execution trace >

 Horn-clauS@gtrack  VERIFL@#® nondet *()
0: FALSE — 1
1: $main_ERROR(8, 21, 8, compile to
2: fibonaCCi(8, 21) — 4, 3 test harness
[..]
11: $fibonacci_pre(0) 2 and run
12: $_ VERIFIER ngad@® int(0) +
[..] encode trace
27: $fibona bre(8) — 28 into witness
28: $ Vd ER_nondet_int(8)

> avoids a handful of incorrect false verdicts



Korn 2025 Update

* Motivation: validate all CEX via testing
* CHC solvers give CEX as an acyclic graph
© Before: Korn often misinterpreted CEX order

* During ETAPS 2024
@ figured out guarantees for trace format:
solver must maintain order of premises, clauses
@ figured out linearization algorithm for extraction
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ReachSafety-Arrays
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Take-Away

https://github.com/gernst/korn

e Horn solvers effective for numeric benchmarks
* Portfolio pays off, including random sampling

* Horn clause encoding enforce modular proofs
@ procedures + recursion easy
O (typically) doesn’t take advantage of finite loop bounds
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