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Verification Tool

Part of the ULTIMATE Framework

ULTIMATE

Aotomiser

automata-based software verification

for non-reachability, , termination, overflows, and race detection.
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https://ultimate-pa.org
https://ultimate-pa.org/automizer/

Verification Approach

Software Model Checking via Trace Abstraction

Program P
Return trace automaton (refines abstraction to eliminate spurious error trace)
yes
Does abstraction of P Is abstraction of
satisfies property ¢? ‘P too course?
no
yes no
Return error trace
P is correct P is incorrect
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https://doi.org/10.1007/978-3-642-39799-8_2

Verification Challenge

Represent the Memory of a Program

static const uint32_t st_var = OxEDODDCBA;
void main()
{
const uint8_t = {0xBA, 0xDC, 0x0D, OxED};
uint8_t xdy_arr = [EWBEYS(4 * sizeof (uint8_t));
memcpy (dy_arr, st_arr, 4 * sizeof(uint8_t));
for (uint8_t i = 0; i < 4; i++) {
assert(dy_arr[i] == ((st_var >> (8 * i)) & OxFF));
printf ("%02x", dy_arr[i]);
}

B (dy_arr) ;

m Memory blocks

LB Static allocated

¢ Dynamic allocated

m Memory operations

QY iinagement

®* Modification
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Memory Modeling
How ULTIMATE AUTOMIZER Represents Memory (Two-Dimensional Model)

Dynamic
Val 1d true true true true true true true true true true +++ true --- true --- true --- true ---
Length 4 2 4 5 2 4 3 5 1 2 . 4 - 5 .4 .. 2
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Memory Modeling
How ULTIMATE AUTOMIZER Represents Memory (Two-Dimensional Model)

Static Dynamic
Valld true true true true true true true true true true ©-+ true --- true --- true --- true ---
Length « 2 4 s 2 4 3 5 1 2 4 e B e 4 2

const uint8_t = {0xBA, 0xDC, 0xOD, OxED};
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Memory Modeling
How ULTIMATE AUTOMIZER Represents Memory (Two-Dimensional Model)

Static Dynamic
Valld true true true true true true true true true true e .-+ true --- true --- true ---
Length 4 2 4 s 2 4 3 5 1 2 i B e 4 2

uint8_t xdy_arr = [EMBEYI(4 * sizeof (uint8_t));
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Memory Modeling
How ULTIMATE AUTOMIZER Represents Memory

(Two-Dimensional Model)

Static

Val 1d true true true true true true true true true true

Length 4 2 4 5 2 4 3 5 1 2

Dynamic
++ true --- true --- true --- true ---
4 -+ B e 4 e 20 e

Such a complex model for reachability analysis?
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Recent Feature

Introduction of a Simplified Memory Model (One-Dimensional Model)

/ T

Static Dynamic
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Performance Evaluation

Comparison of One-Dimensional Memory Model (SV-COMP 2026 Benchmarks)

P 3,000

@

5 +30.45%

2 2,000

@]

n

© Two-Dimensional

S 1,000} Memory Model

&

3 One-Dimensional
Memory Model

0

Concurrency ReachSafety SoftwareSystems

universitatfreiburg University of Freiburg | ULTIMATE AUTOMIZER | April 13, 2026 7



Explore the Tool

Web Interface of ULTIMATE AUTOMIZER

Ultimate Automizer Language: C~ Samples -~ Execute Settings ~

extern unsigned char_getInitislPosition();
extern int gethextvalue();

4 |int main()
ML

unsigned char pos = getInitialPosition();

int arr[256];

while(1) {
arr(pos] = gethextvalue();
arr[pos + 1] = getlextValue();
=12
3

return 0;

@ array index can be out of bounds

Line Col Description

1 9 array index can be out of bounds
We found a FailurePath:
[L6] unsigned char pos = getInitialPosition();
[L7] int arr[256];

E :
[L10] EXPR arr[pos]

[L16] arr[pos] = getNextValue() https : //UItimate‘Pa . Org

[L11] arr[pos + 1]
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